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Course Overview 

This course provides a comprehensive treatment of risk management based on ISO 31000:2018. It develops the learner’s 

understanding of the principles, framework and process of risk management; risk assessment techniques; risk treatment 

and residual risk; monitoring, review and continual improvement; and the practical steps required to design, implement 

and sustain an enterprise risk management system. Content is synthesised from ISO 31000:2018, ISO/IEC 31010, 

guidance from the Institute of Risk Management (IRM), the World Customs Organization Risk Management 

Compendium, and UNIDO practical guidance, and is designed to support approximately 15–20 hours of self-paced study 

across five units. 

Learning Pathway 

• Unit 1 – Foundations of Risk Management, ISO 31000 Principles and the Definition of Risk 

• Unit 2 – The Risk Management Framework: Leadership, Integration, Design, Implementation, Evaluation and 

Improvement 

• Unit 3 – The Risk Management Process: Communication, Scope, Risk Assessment and Risk Treatment 

• Unit 4 – Risk Assessment Techniques, Risk Criteria, Appetite, Tolerance and Residual Risk 

• Unit 5 – Implementation Roadmap, Monitoring, Review, Culture and Integration with Other Management Systems 

  



 

 

UNIT 1 – Foundations of Risk Management, ISO 31000 Principles and the Definition of Risk 

1.1 The Paradigm Shift in Risk Management 

Modern enterprise risk management (ERM) has evolved from reactive insurance procurement and compliance checking 

into a strategic discipline centred on value creation and value protection. In volatile, uncertain, complex and ambiguous 

(VUCA) operating environments, organisations face converging pressure from supply chain disruptions, cybersecurity 

threats, regulatory expansion, climate-related risks, geopolitical instability and macroeconomic volatility. Organisations 

that treat risk management merely as a compliance exercise or an insurance function miss the opportunity to use risk 

information for better decision-making and competitive advantage. 

ISO 31000:2018 positions risk management as an integral part of all organisational activities. It is not a stand-alone 

function performed by a specialist department after decisions have been made; it is embedded in governance, strategy, 

planning, operations, performance management, and reporting. The standard is designed for use by any organisation, 

regardless of size, activity or sector, and applies to any type of risk. 

(ISO 31000:2018; IRM, 2018) 

1.2 Definition of Risk 

ISO 31000:2018 defines risk as “the effect of uncertainty on objectives.” An effect is a deviation from the expected — 

positive and/or negative. Objectives can have different aspects (such as financial, health and safety, or environmental 

goals) and can apply at different levels (such as strategic, organisation-wide, project, product or process). Uncertainty 

is the state, even partial, of deficiency of information related to understanding or knowledge of an event, its 

consequence, or likelihood. 

This definition is deliberately broad. It recognises that risk is not only about threats (negative deviations) but also about 

opportunities (positive deviations). It links risk explicitly to the achievement of objectives, which means that risk 

management only makes sense when objectives are clear. Without defined objectives, it is impossible to determine 

what constitutes a risk or how significant it is. 

(ISO 31000:2018, Clause 3.1) 

1.3 Traditional versus Modern Risk-Based Approaches 

Traditional operational control often focused on 100% physical examination, reactive fault detection, fragmented siloed 

checks, manual transaction reviews and punitive enforcement. Leadership responsibility was frequently delegated to 

operational staff or internal audit. In contrast, a modern ISO 31000 risk-based approach emphasises targeted 

intervention on high-risk areas, facilitation for low-risk activities, centralised and holistic enterprise integration, real-

time data and predictive analytics, informed compliance with rewards for good performance, and top-down board 

oversight with strategic policy alignment and continuous feedback. 

This shift has been particularly visible in border management, customs, supply chain security and regulated industries, 

where risk-based selectivity (rather than 100% inspection) has improved both security outcomes and trade facilitation. 

The same logic applies inside any organisation: resources are finite, so they should be concentrated where the effect of 

uncertainty on objectives is greatest. 

(WCO, 2012; ISO 31000:2018) 

1.4 The Eight Principles of Risk Management (ISO 31000:2018) 



 

 

ISO 31000:2018 sets out eight principles that provide guidance on the characteristics of effective and efficient risk 

management. These principles are the foundation of the standard and should shape the design and operation of the 

risk management framework and process: 

• Integrated – Risk management is an integral part of all organisational activities; 

• Structured and comprehensive – A structured and comprehensive approach to risk management contributes to 

consistent and comparable results; 

• Customized – The risk management framework and process are customized and proportionate to the 

organisation’s external and internal context related to its objectives; 

• Inclusive – Appropriate and timely involvement of stakeholders enables their knowledge, views and perceptions 

to be considered, resulting in improved awareness and informed risk management; 

• Dynamic – Risks can emerge, change or disappear as an organisation’s external and internal context changes. Risk 

management anticipates, detects, acknowledges and responds to those changes and events in an appropriate and 

timely manner; 

• Best available information – The inputs to risk management are based on historical and current information, as 

well as on future expectations. Risk management explicitly takes into account any limitations and uncertainties 

associated with such information and expectations; 

• Human and cultural factors – Human behaviour and culture significantly influence all aspects of risk management 

at each level and stage; 

• Continual improvement – Risk management is continually improved through learning and experience. 

(ISO 31000:2018, Clause 4) 

1.5 Risk Management, Governance and Decision-Making 

Risk management supports governance by providing information that helps those accountable for decisions to make 

informed choices, prioritise actions and distinguish among alternative courses of action. It is part of the governance and 

leadership of the organisation and is fundamental to how the organisation is managed at all levels. Risk management 

helps decision-makers explicitly address uncertainty and thereby improves the likelihood of achieving objectives, 

identifying opportunities, and allocating resources effectively. 

Boards and top management have a particular responsibility to ensure that risk management is aligned with the 

organisation’s purpose, strategy and culture, and that risk information is used in strategic and operational decision-

making. Delegating risk management entirely to a specialist function without board engagement undermines its value. 

(ISO 31000:2018; IRM, 2018) 

Key takeaway – Unit 1 
Risk is the effect of uncertainty on objectives (positive or negative). ISO 31000 provides principles, a framework and a process 
that can be applied by any organisation to any type of risk. Effective risk management is integrated, structured, customised, 
inclusive, dynamic, based on the best available information, attentive to human and cultural factors, and continually improved. 

 

Practical Activity – Unit 1: Select three organisational objectives (strategic or operational). For each objective, 

identify at least two uncertainties that could affect its achievement (positively or negatively). Classify each as 

primarily a threat or an opportunity and note the current level of information available about each uncertainty. 

  



 

 

UNIT 2 – The Risk Management Framework: Leadership, Integration, Design, Implementation, 

Evaluation and Improvement 

2.1 Purpose of the Framework 

The purpose of the risk management framework is to assist the organisation in integrating risk management into 

significant activities and functions. The effectiveness of risk management will depend on its integration into the 

governance of the organisation, including decision-making. This requires support from top management and a 

commitment to risk management at all levels. The framework components are: leadership and commitment; 

integration; design; implementation; evaluation; and improvement. 

(ISO 31000:2018, Clause 5) 

2.2 Leadership and Commitment 

Top management and oversight bodies (where applicable) should ensure that risk management is integrated into all 

organisational activities and should demonstrate leadership and commitment by: customizing and implementing all 

components of the framework; issuing a statement or policy that establishes a risk management approach, plan or 

course of action; ensuring that the necessary resources are allocated to managing risk; and assigning authority, 

responsibility and accountability at appropriate levels within the organisation. 

This includes ensuring that risk management is aligned with the organisation’s objectives, strategy and culture; 

recognising and addressing all obligations of the organisation and its voluntary commitments; communicating the value 

of risk management to the organisation and its stakeholders; promoting the systematic monitoring of risks; and ensuring 

that the risk management framework remains appropriate to the context of the organisation. 

(ISO 31000:2018, Clause 5.2) 

2.3 Integration 

Integrating risk management into the organisation is a dynamic and iterative process that should be customized to the 

organisation’s needs and culture. Risk management should be a part of, and not separate from, the organisational 

purpose, governance, leadership and commitment, strategy, objectives and operations. Everyone in the organisation 

has responsibility for managing risk. Governance guides the course of the organisation, its external and internal 

relationships, and the rules, processes and practices needed to achieve its purpose. Management structures translate 

governance direction into the strategy and associated objectives required to achieve desired levels of performance and 

to pursue long-term viability. 

Integration means that risk considerations are built into existing processes (strategy setting, project approval, 

procurement, operations, performance management, audit planning) rather than treated as an additional parallel 

activity. When integration is weak, risk registers become disconnected documents that are updated for audit purposes 

but do not influence real decisions. 

(ISO 31000:2018, Clause 5.3) 

2.4 Design of the Framework 

When designing the framework for managing risk, the organisation should examine and understand its external and 

internal context; articulate its risk management commitment through policy or statement; assign organisational roles, 

authorities, responsibilities and accountabilities; allocate appropriate resources (people, skills, methods, tools, 



 

 

information systems, time and budget); and establish communication and consultation mechanisms with internal and 

external stakeholders. 

Understanding context includes the social, cultural, political, legal, regulatory, financial, technological, economic and 

environmental factors at international, national, regional or local level; key drivers and trends; external stakeholders’ 

relationships, perceptions and values; and contractual relationships and commitments. Internal context includes vision, 

mission and values; governance, organisational structure, roles and accountabilities; strategy, objectives and policies; 

the organisation’s culture; standards, guidelines and models adopted; capabilities (capital, time, people, processes, 

systems, technologies); data, information systems and information flows; relationships with internal stakeholders; 

contractual relationships and commitments; and interdependencies and interconnections. 

(ISO 31000:2018, Clause 5.4) 

2.5 Implementation, Evaluation and Improvement of the Framework 

The organisation should implement the risk management framework by developing an appropriate plan including time 

and resources; identifying where, when, how and by whom different types of decisions are made across the 

organisation; and ensuring that the organisation’s arrangements for managing risk are clearly understood and practised. 

Successful implementation requires engagement and awareness of stakeholders, which enables the organisation to 

explicitly address uncertainty in decision-making and ensures that any new or subsequent uncertainty can be taken into 

account as it arises. 

The organisation should periodically evaluate the effectiveness of the risk management framework and determine 

whether it remains suitable to support achieving the objectives of the organisation. The organisation should continually 

monitor and adapt the risk management framework to address external and internal changes, and should continually 

improve the suitability, adequacy and effectiveness of the framework and the way the risk management process is 

integrated. 

(ISO 31000:2018, Clauses 5.5–5.7) 

Key takeaway – Unit 2 
The risk management framework provides the organisational foundations (leadership, integration, design, implementation, 
evaluation and improvement) that enable the risk management process to be applied consistently and effectively. Without 
visible leadership commitment and genuine integration into decision-making, the process will remain a paper exercise. 

 

Practical Activity – Unit 2: Draft a short risk management policy statement suitable for top management approval. 

Identify three existing organisational processes (e.g. strategic planning, project approval, procurement) and note 

how risk considerations could be more explicitly integrated into each. 

  



 

 

UNIT 3 – The Risk Management Process: Communication, Scope, Risk Assessment and Risk 

Treatment 

3.1 Overview of the Process 

The risk management process involves the systematic application of policies, procedures and practices to the activities 

of communicating and consulting, establishing the context, assessing risk, treating risk, monitoring, reviewing, recording 

and reporting risk. The process should be an integral part of management and decision-making and should be integrated 

into the structure, operations and processes of the organisation. It can be applied at strategic, operational, programme 

or project levels. 

Although the process is often presented as sequential, in practice it is iterative. Communication and consultation, and 

monitoring and review, take place throughout all stages of the process. 

(ISO 31000:2018, Clause 6) 

3.2 Communication and Consultation 

Communication and consultation with external and internal stakeholders should take place throughout the risk 

management process. Communication seeks to promote awareness and understanding of risk, while consultation 

involves obtaining feedback and information to support decision-making. Close coordination between the two should 

facilitate factual, timely, relevant, accurate and understandable exchange of information, taking into account the 

confidentiality and integrity of information as well as the privacy rights of individuals. 

Communication and consultation aim to bring different areas of expertise together for each step of the risk management 

process; ensure that different views are appropriately considered when defining risk criteria and evaluating risks; 

provide sufficient information to facilitate risk oversight and decision-making; and build a sense of inclusiveness and 

ownership among those affected by risk. 

(ISO 31000:2018, Clause 6.2) 

3.3 Scope, Context and Criteria 

The organisation should define the scope of its risk management activities. The scope may apply to the whole 

organisation, to specific parts, or to particular activities, projects or processes. When defining the scope, the 

organisation should consider the relevant objectives and decisions that need to be made; the expected outcomes of the 

steps to be taken; time, location, specific inclusions and exclusions; appropriate risk assessment tools and techniques; 

resources required, responsibilities and records to be kept; and relationships with other projects, processes and 

activities. 

Establishing the external and internal context of the organisation is essential because risk management takes place in 

the context of the objectives and activities of the organisation. Context should reflect the specific environment of the 

activity to which the risk management process is to be applied. Understanding context helps ensure that risk assessment 

is proportionate and relevant. 

The organisation should specify the amount and type of risk that it may or may not take, relative to objectives. It should 

also define criteria to evaluate the significance of risk and to support decision-making processes. Risk criteria should be 

aligned with the risk management framework, customized to the specific purpose and scope of the activity under 

consideration, and reflect the organisation’s values, objectives and resources. Risk criteria should be defined taking into 

consideration the organisation’s obligations and the views of stakeholders. 



 

 

(ISO 31000:2018, Clause 6.3) 

3.4 Risk Assessment 

Risk assessment is the overall process of risk identification, risk analysis and risk evaluation. Risk assessment should be 

conducted systematically, iteratively and collaboratively, drawing on the knowledge and views of stakeholders. It should 

use the best available information, supplemented by further enquiry as necessary. 

Risk identification is the process of finding, recognising and describing risks. It involves the identification of risk sources, 

events, their causes and potential consequences. The aim is to generate a comprehensive list of risks based on those 

events that might create, enhance, prevent, degrade, accelerate or delay the achievement of objectives. The 

organisation should identify risks whether or not their sources are under its control. 

Risk analysis involves a detailed consideration of uncertainties, risk sources, consequences, likelihood, events, scenarios, 

controls and their effectiveness. An event can have multiple causes and consequences and can affect multiple 

objectives. Risk analysis can be undertaken with varying degrees of detail and complexity, depending on the purpose of 

the analysis, the availability and reliability of information, and the resources available. Analysis techniques may be 

qualitative, quantitative or a combination of these. 

Risk evaluation involves comparing the results of the risk analysis with the established risk criteria to determine where 

additional action is required. This can lead to a decision to do nothing further; to consider risk treatment options; to 

undertake further analysis to better understand the risk; to maintain existing controls; or to reconsider objectives. 

Decisions should take account of the wider context and the actual and perceived consequences to external and internal 

stakeholders. 

(ISO 31000:2018, Clauses 6.4.1–6.4.4) 

3.5 Risk Treatment 

Risk treatment involves selecting and implementing one or more options for addressing risk. Risk treatment options are 

not necessarily mutually exclusive or appropriate in all circumstances. Options may include: avoiding the risk by deciding 

not to start or continue with the activity that gives rise to the risk; taking or increasing the risk in order to pursue an 

opportunity; removing the risk source; changing the likelihood; changing the consequences; sharing the risk (e.g. 

through contracts, insurance, or risk financing); or retaining the risk by informed decision. 

Selecting the most appropriate risk treatment option involves balancing the potential benefits against the costs, effort 

or disadvantages of implementation. Risk treatment plans should specify how the treatment options will be 

implemented, including responsibilities, resources, timelines, performance measures and monitoring requirements. 

After treatment, residual risk remains. Residual risk should be documented, monitored, reviewed and, where 

appropriate, communicated to stakeholders and decision-makers. In some cases residual risk may be retained; in others 

further treatment may be required. 

(ISO 31000:2018, Clause 6.5) 

3.6 Monitoring, Review, Recording and Reporting 

Monitoring and review should take place in all stages of the process and include planning, gathering and analysing 

information, recording results and providing feedback. The results of monitoring and review should be incorporated 

throughout the organisation’s performance management, measurement and reporting activities. Recording and 

reporting aim to communicate risk management activities and outcomes across the organisation; provide information 



 

 

for decision-making; improve risk management activities; and assist interaction with stakeholders, including those with 

responsibility and accountability for risk management activities. 

(ISO 31000:2018, Clauses 6.6–6.7) 

Key takeaway – Unit 3 
The risk management process is iterative and runs through communication and consultation; establishing scope, context and 
criteria; risk assessment (identification, analysis, evaluation); risk treatment; and ongoing monitoring, review, recording and 
reporting. Residual risk after treatment must be understood, documented and accepted or further treated. 

 

Practical Activity – Unit 3: For one organisational objective, work through a simplified risk assessment: identify three 

risks, analyse likelihood and consequence qualitatively, evaluate against simple criteria (e.g. accept / treat / 

escalate), and propose at least one treatment option for each risk that requires treatment. Note the residual risk 

after proposed treatment. 

  



 

 

UNIT 4 – Risk Assessment Techniques, Risk Criteria, Appetite, Tolerance and Residual Risk 

4.1 Overview of Risk Assessment Techniques (ISO/IEC 31010) 

ISO/IEC 31010 provides guidance on the selection and application of systematic techniques for risk assessment. 

Techniques range from simple qualitative methods to complex quantitative models. The choice of technique depends 

on the nature of the decision, the availability and quality of information, the expertise available, and the need for 

comparability or auditability of results. No single technique is appropriate for all situations. Common categories include: 

• Look-up and checklist methods (e.g. checklists, preliminary hazard analysis); 

• Supporting methods (e.g. structured interviews, brainstorming, Delphi technique, SWIFT – structured what-if 

technique); 

• Scenario analysis (e.g. root cause analysis, failure mode and effects analysis – FMEA, fault tree analysis, event tree 

analysis, cause-and-consequence analysis); 

• Function analysis (e.g. HAZOP, HACCP-style approaches in relevant sectors); 

• Controls assessment (e.g. bow-tie analysis, Layers of Protection Analysis – LOPA); 

• Statistical and quantitative methods (e.g. Bayesian statistics, Monte Carlo simulation, consequence/probability 

matrices when calibrated). 

In many organisations a combination of brainstorming or structured interviews for identification, a 

consequence/likelihood matrix for analysis and evaluation, and bow-tie or FMEA for more detailed treatment of 

significant risks provides a practical and proportionate approach. 

(ISO/IEC 31010:2009 / later revisions; IRM, 2018) 

4.2 Consequence/Likelihood Matrices and Risk Criteria 

A consequence/likelihood matrix (often presented as a 5×5 grid) is one of the most widely used tools for analysing and 

evaluating risk. Consequence scales may address multiple dimensions (financial loss, safety, environmental impact, 

reputational damage, operational disruption). Likelihood scales may be expressed in terms of frequency, probability or 

qualitative descriptors (rare to almost certain). The matrix combines the two to produce a risk level (e.g. low, medium, 

high, extreme) that can be compared with risk criteria. 

Risk criteria define the terms of reference against which the significance of risk is evaluated. They should be aligned 

with the organisation’s objectives, values and risk attitude, and should take into account legal and regulatory 

requirements, stakeholder expectations and the organisation’s capacity to accept or treat risk. Clear criteria reduce 

subjectivity and support consistent decision-making across different parts of the organisation. 

(ISO 31000:2018; ISO/IEC 31010) 

4.3 Risk Appetite and Risk Tolerance 

Risk appetite is the amount and type of risk that an organisation is willing to pursue or retain in order to achieve its 

objectives. Risk tolerance (or risk capacity in some terminologies) relates to the boundaries of acceptable variation 

relative to the achievement of objectives, or the maximum risk the organisation can bear. Articulating risk appetite helps 

decision-makers understand how much risk is acceptable in pursuit of particular objectives and when escalation or 

additional treatment is required. 

Risk appetite is typically set by the board or top management and may be expressed qualitatively (e.g. statements about 

the types of risk the organisation will or will not take) or quantitatively (e.g. limits on financial exposure, safety incident 



 

 

rates, or downtime). It should be reviewed periodically as strategy and context change. A well-communicated risk 

appetite supports empowerment (people know how much risk they can take) and escalation (people know when to 

refer decisions upward). 

(IRM, 2018; ISO 31000:2018) 

4.4 Residual Risk and Control Effectiveness 

After risk treatment, residual risk remains. Residual risk is the risk remaining after risk treatment. It should be 

documented, monitored and, where appropriate, communicated. Decision-makers need to understand residual risk in 

order to decide whether it is acceptable or whether further treatment is required. Over-reliance on controls that are 

assumed to be effective but have not been tested is a common weakness; control effectiveness should be assessed and, 

where material, verified through testing, audit or monitoring. 

Bow-tie analysis is a useful technique for visualising the pathway from risk sources through preventive controls to the 

event, and from the event through mitigative controls to consequences. It supports the identification of critical controls 

whose failure would significantly increase residual risk. 

(ISO 31000:2018; ISO/IEC 31010) 

4.5 Key Risk Indicators and Monitoring 

Key Risk Indicators (KRIs) are metrics that provide an early signal of increasing risk exposure in various areas of the 

organisation. Unlike lagging indicators that report on events that have already occurred, well-designed KRIs are leading 

or concurrent indicators that allow management to intervene before objectives are compromised. KRIs should be linked 

to the most significant risks, be measurable with available data, have defined thresholds that trigger action, and be 

reviewed as part of routine management reporting. 

(IRM, 2018; practical ERM practice) 

Key takeaway – Unit 4 
Risk assessment techniques should be selected to fit the decision and the available information. Consequence/likelihood 
matrices, clear risk criteria, articulated risk appetite and tolerance, and attention to residual risk and control effectiveness turn 
risk assessment from a listing exercise into a decision-support process. KRIs support ongoing monitoring. 

 

Practical Activity – Unit 4: Design a simple 5×5 consequence/likelihood matrix for your organisation or a case study, 

with defined scales for consequence (at least two dimensions) and likelihood. Place three previously identified risks 

on the matrix and determine whether each is within appetite or requires treatment. Draft one KRI for a significant 

risk. 

  



 

 

UNIT 5 – Implementation Roadmap, Monitoring, Review, Culture and Integration with Other 

Management Systems 

5.1 Implementation Roadmap 

A practical implementation sequence for an ISO 31000-aligned risk management system typically includes the following 

steps (adapted from practical guidance and the 10-step action plan commonly used in the field): 

• Define the intended business benefits of the risk management initiative and obtain board-level or top 

management mandate; 

• Establish a common risk vocabulary, taxonomy and operational scope across relevant parts of the organisation; 

• Formulate a risk policy statement, governance architecture and terms of reference for any risk committee; 

• Select appropriate risk assessment techniques (drawing on ISO/IEC 31010) and establish standardized risk 

categories; 

• Define risk appetite and tolerance thresholds, qualitative or quantitative scales, and conduct a baseline risk 

assessment; 

• Evaluate existing internal controls and assign explicit risk ownership for significant risks; 

• Design key risk indicators (KRIs) and monitoring arrangements; 

• Embed risk awareness and competence through training and alignment with strategy and performance 

management; 

• Conduct periodic management reviews and internal audits of the risk management framework and process; 

• Report risk performance transparently to stakeholders and continually adapt the system to changes in context. 

(Adapted from practical implementation guidance; Comcover, 2018; IRM, 2018; UNIDO & ISO, 2021) 

5.2 Risk Culture and Human Factors 

ISO 31000 explicitly recognises that human behaviour and culture significantly influence all aspects of risk management. 

A positive risk culture is one in which people at all levels understand the organisation’s approach to risk, feel able to 

raise concerns, consider risk in their decisions, and are not incentivised to hide or understate risk. Elements of a healthy 

risk culture include clear tone from the top, open communication about risk and failure, alignment of incentives with 

desired risk-taking, competence in risk-related roles, and learning from both successes and incidents. 

Conversely, a culture that punishes the messenger, rewards excessive risk-taking without accountability, or treats risk 

registers as a compliance burden will undermine even well-designed processes. Building culture is a long-term 

leadership responsibility and cannot be achieved solely through policy documents or training courses. 

(ISO 31000:2018, Principle on human and cultural factors; IRM, 2018) 

5.3 Integration with Other Management Systems (Annex SL) 

ISO 31000 is a guidelines standard rather than a requirements standard for certification. However, its principles and 

process align closely with the risk-based thinking required by Annex SL management system standards such as ISO 9001 

(quality), ISO 14001 (environment), ISO 45001 (occupational health and safety) and ISO/IEC 27001 (information 

security). Organisations that already operate one or more certified management systems can integrate ISO 31000-

aligned risk management into their existing high-level structure (context, leadership, planning, support, operation, 

performance evaluation, improvement) rather than creating a parallel system. 



 

 

Integration reduces duplication, improves consistency of risk language and criteria across disciplines, and supports a 

single view of significant risks for top management. Care should be taken that integration does not dilute the specific 

technical requirements of each discipline (for example, occupational health and safety risk assessment methods 

required by ISO 45001). 

(ISO 31000:2018; Annex SL; UNIDO & ISO, 2021) 

5.4 Monitoring, Review and Continual Improvement 

The risk management framework and process should be monitored and reviewed on an ongoing basis to ensure they 

remain suitable, adequate and effective. Monitoring may include tracking of KRIs, status of risk treatments, changes in 

context, and the results of audits and assessments. Formal management review by top management should consider 

the performance of the risk management system, changes in external and internal context, emerging risks, and 

opportunities for improvement. Lessons from incidents, near misses, audit findings and successful treatments should 

feed into continual improvement of both the framework and the process. 

(ISO 31000:2018, Clauses 5.6–5.7 and 6.6–6.7) 

5.5 Examination Guidance and Sustaining the System 

A sustainable risk management system is one that is used in real decisions, owned by line management as well as 

specialists, supported by competent people, reviewed by top management with genuine engagement, and continually 

improved on the basis of evidence. Documentation should support consistency and accountability; it should not become 

an end in itself. 

The final examination for this short course assesses knowledge across all five units. It typically comprises multiple-choice 

questions covering the definition of risk, the principles, the framework components, the process steps, assessment 

techniques and residual risk, together with short essay questions that require application of the process and explanation 

of framework or cultural elements. The pass mark is 50%. Successful completion leads to a Certificate of Completion 

issued by SFP International Quality Institute. This short-course certificate demonstrates individual learning; it does not 

itself constitute certification of an organisation’s risk management system. 

(Course design notes) 

Key takeaway – Unit 5 
Implementation requires mandate, common language, policy and governance, appropriate techniques, appetite and baseline 
assessment, ownership, monitoring, competence and culture, review and continual improvement. Integration with other 
management systems is both possible and desirable. Sustainability depends on use in decision-making and genuine leadership 
engagement. 

 

Practical Activity – Unit 5: Draft a 10-point implementation checklist tailored to your organisation or a case study. 

Identify two cultural enablers and two cultural barriers to effective risk management in that context. Outline how 

risk management could be integrated with one existing management system (e.g. quality or health and safety). 

  



 

 

Supplementary Notes  

–Applying the Principles in Practice 

The eight principles of ISO 31000 are not merely aspirational statements; they provide practical tests for the design and 

operation of the risk management system. When risk management is not integrated into decision-making processes, 

significant risks are often identified too late or not at all. When the approach is not structured and comprehensive, 

different parts of the organisation use incompatible methods and the board cannot obtain a coherent view of risk. When 

the system is not customized, organisations either under-manage complex risks or over-engineer simple ones. When 

stakeholders are not included, important perspectives and early warning signals are missed. When the system is static, 

emerging risks (for example from new technology, regulation or geopolitical change) are not recognised in time. When 

information is poor or its limitations are ignored, false confidence results. When human and cultural factors are 

neglected, formal processes are bypassed or gamed. When there is no continual improvement, the system ossifies and 

loses relevance. 

Organisations can use the principles as a diagnostic checklist during internal review or gap analysis: for each principle, 

ask whether current practice demonstrates it, and identify concrete actions to close gaps. 

– Risk Ownership and Accountability 

A recurring theme in successful risk management is clear ownership. Every significant risk should have an owner who is 

accountable for ensuring that the risk is understood, monitored and treated as appropriate. Ownership typically sits 

with the manager best placed to influence the risk (often a line manager or process owner), not solely with a central 

risk function. The central risk function (where it exists) provides methodology, facilitation, challenge, aggregation and 

reporting; it does not “own” the risks of the business. Confusion between ownership and facilitation is a common source 

of ineffective risk management. 

Accountability should be reinforced through performance management, escalation rules and management review. 

When risk owners are not held to account for the quality of risk information or the implementation of agreed 

treatments, the system loses credibility. 

– Common Pitfalls 

Practitioners and auditors frequently observe a set of recurring pitfalls. These include: treating the risk register as the 

end product rather than as an input to decisions; updating risk registers only immediately before audits or board 

meetings; using identical consequence and likelihood scores for every risk without meaningful discrimination; failing to 

reassess residual risk after treatment; ignoring opportunities (positive risks); disconnecting project or operational risk 

management from enterprise-level reporting; and neglecting the documentation of assumptions and uncertainties that 

underlie risk ratings. Awareness of these pitfalls helps implementers design controls and review mechanisms that keep 

the system honest and useful. 

Another frequent weakness is the absence of a clear link between risk assessment results and resource allocation. If 

high risks do not attract additional attention, treatment or monitoring, the assessment process becomes a ceremonial 

activity. Linking risk levels to escalation thresholds, treatment expectations and KRI design helps maintain that link. 

– Sector and Context Applications 

Although ISO 31000 is generic, its application is always context-specific. In border and customs administrations, risk 

management underpins selectivity, targeting and post-clearance audit, allowing legitimate trade to flow while 



 

 

concentrating inspection resources on higher-risk consignments and traders (WCO, 2012). In project-based 

organisations, risk management is applied at portfolio, programme and project levels with explicit links to benefits 

realisation and contingency. In financial services, risk management interacts with regulatory capital, stress testing and 

conduct requirements. In occupational health and safety, risk assessment methods are often prescribed in more detail 

by ISO 45001 and local regulation, while still benefiting from the overarching principles and framework of ISO 31000. 

Understanding the generic standard allows practitioners to adapt methods without losing coherence across the 

enterprise. 

– Documented Information and Proportionality 

ISO 31000 does not prescribe a detailed set of mandatory documents, but organisations need sufficient documented 

information to support consistency, accountability and improvement. Typical elements include the risk policy or 

statement of commitment, description of the framework and process, risk criteria and appetite statements, risk 

registers or equivalent records, treatment plans, monitoring reports and records of management review. The volume 

and formality of documentation should be proportionate to the size and complexity of the organisation and the nature 

of its risks. Small organisations can operate effective risk management with lightweight documentation; large or highly 

regulated organisations typically require more formal and auditable records. 

– Establishing Risk Criteria in Practice 

Defining risk criteria is one of the most consequential steps in the risk management process because criteria determine 

which risks will be treated, escalated or accepted. Criteria should reflect the organisation’s objectives and values, legal 

and regulatory obligations, stakeholder expectations, and the organisation’s capacity to absorb loss or variation. In 

practice, many organisations define multi-dimensional consequence scales covering financial impact, safety and health, 

environmental harm, reputational damage, and operational or service disruption. Likelihood scales may be expressed 

as expected frequency (e.g. once in 10 years, once per year, several times per year) or as qualitative descriptors linked 

to observable conditions. 

Criteria should also address aggregation and interdependencies. Individual risks that appear tolerable in isolation may 

combine to produce an unacceptable overall exposure. Criteria and reporting mechanisms should therefore allow top 

management to see both individual significant risks and the portfolio view. Criteria should be reviewed when strategy, 

risk appetite or external context changes significantly. 

– From Risk Assessment to Decision 

Risk assessment only creates value when its outputs influence decisions. Organisations should therefore design clear 

pathways from assessment results to action: who reviews high and extreme risks; what the expectation is for treatment 

planning and timelines; how residual risk is signed off; and how progress is tracked. Escalation rules linked to risk levels 

prevent significant risks from remaining indefinitely in a register without ownership or treatment. Conversely, over-

escalation of low risks consumes attention and dilutes focus. Calibration workshops, in which managers discuss and 

agree ratings for a sample of risks, improve consistency and shared understanding of criteria. 

When decisions are made to accept significant residual risk, that acceptance should be explicit, recorded and visible to 

those accountable for governance. Implicit acceptance through inaction is a common governance weakness. 

– Monitoring and the Role of Assurance 



 

 

Monitoring of risk and of the risk management system itself operates at several levels. Line management monitors the 

risks they own and the effectiveness of treatments. Specialist risk functions aggregate information, track KRIs and 

emerging risks, and challenge the quality of risk information. Internal audit provides independent assurance on the 

design and operating effectiveness of the risk management framework and process, and on the management of selected 

significant risks. External audit and regulators may provide further assurance in regulated sectors. Coordination among 

these lines of defence (or lines of assurance) reduces duplication and gaps. 

Management review brings the strands together for top management: performance of the system, status of significant 

risks and treatments, changes in context, audit findings, and decisions on improvement. Without regular and honest 

management review, the system tends to drift. 

– Building and Sustaining Competence 

Competence in risk management includes both technical skills (ability to apply assessment techniques, interpret data, 

design treatments) and behavioural skills (facilitation, challenge, communication of uncertainty, influencing decision-

makers). Different roles require different competence profiles. Boards need the ability to interrogate risk information 

and to set appetite; senior managers need the ability to integrate risk into strategy and resource decisions; risk 

practitioners need methodological depth; and all staff need sufficient awareness to identify and escalate risks in their 

area of work. Competence development should be planned, delivered and evaluated as part of the support 

arrangements for the risk management framework. 

– Opportunities and Upside Risk 

Because ISO 31000 defines risk as the effect of uncertainty on objectives, and because an effect can be positive or 

negative, the standard explicitly encompasses opportunity as well as threat. In practice, many organisations still focus 

their risk processes almost exclusively on threats. Capturing upside risk requires deliberate effort: identification 

workshops should ask what uncertain events could help achieve objectives ahead of plan or beyond expectation; 

evaluation criteria should allow positive consequences to be recognised; and treatment options should include taking 

or increasing risk in order to pursue an opportunity. Strategic risk management in particular benefits from a balanced 

view of threat and opportunity, because strategy itself is an exercise in choosing which risks to take in pursuit of reward. 

– Emerging and Interconnected Risks 

The dynamic principle of ISO 31000 requires organisations to anticipate, detect and respond to change. Emerging risks 

are those that are new or becoming more significant, often characterised by limited historical data, uncertain causal 

pathways and potential for systemic impact. Examples in recent years have included pandemic risk, rapid advances in 

artificial intelligence, climate transition risk, and novel supply-chain concentrations. Interconnected risks arise when 

risks in one domain trigger or amplify risks in another (for example, a cyber incident leading to operational disruption, 

regulatory action and reputational damage). Scenario analysis, horizon scanning and cross-functional workshops are 

useful techniques for exploring emerging and interconnected risks that may not appear in routine, siloed risk registers. 

Organisations should allocate time in management review and in the risk process calendar specifically for consideration 

of emerging and interconnected risks, rather than relying solely on bottom-up aggregation of known operational risks. 

– Reporting to the Board and Top Management 

Board and top management reporting on risk should support decision-making rather than merely demonstrate that a 

process exists. Effective reports typically highlight the most significant risks and changes since the previous report; the 



 

 

status of key treatments and any overdue actions; KRI trends and breaches of appetite or tolerance; emerging risks and 

horizon issues; and the overall health of the risk management system (including audit findings and improvement 

actions). Visual summaries, clear ownership and explicit requests for decision or endorsement help ensure that risk 

reporting competes successfully for board attention. Lengthy registers of every low risk are rarely useful at this level; 

the principle of customization and the need for best available information both argue for focused, decision-oriented 

reporting. 
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